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Getting Started With ORCA

Employment Screening
Receive Reports Online Or By Fax

S¢efp set-up your account with Orca
There is a one-time only set-up fee of $95
Complete and fax, or scan then email to our offieefollowing:

1. Membership Application
2. Service AgreementB6th Part A (has two appendixes) and Part B).
3. OnSite Inspection — Required by the credit busea

On-Site Inspection
A site inspection must be preformed at the pringytece of business and any and all sites receiving
consumer reports or any part of the consumer repany information from the consumer report or
any decision made to hire an applicant based drirtftamation.

Place of Business: Must have a secured area where retail consumertsego@ accessed and
stored (locked filing cabinet if hard copy or passsvprotection if stored on computer) AND a
shredder to destroy reports no longer needed, etc.

At the On-Site inspection photos will be taken oftte following:
1. Your signage and/or front door of business effic
2. Locked File Cabinet or locked room/office whgoal store the consumer reports
3. Shredder — where you destroy the consumer epefore discarding.

Attention!! Avoid the credit bureau requirements!
Orca has developed an Employment Screening preadssut using credit information. It is as
good if not better than one with credit information

ORCA'S “ALTERNATIVE REPORT”
Every Report Orca Currently Offers Can Be Ordersd®A “Alternative Report”

1. Send Orca the employment application filled ioutull, and written in black ink. Mark on
the application what kind of report you want — Eayphent Mini, Full Background, etc...
(see enclosed OrcaBmployment Screeningeportslist). You will receive the following
results of our investigation:

a) In lieu of the credit report Orca will send touylD Verification— Valida-
tion of the applicant(s) identity such as: Confitima of name, SS#, DOB,
and AKA’s (Also Known As), plus addresses whereythave lived and
other pertinent demographic information;

b) All other desired information — Depending upbe type of report you have
chosen. Cost is the same as the established regsottte work and our cost
remains the same.



Request Form For On Site Inspection
Please fill out the following form and return tod@rnformation.
Q | would like to schedule an appointment ASAP toidwany lapse in my ser-
vice. Please schedule the appointment at the folgpwumber and location,

where reports are stored.**

Company Name:

Contact Person:

Physical Address:

Phone Number:

**A representative from Trend Source or Orca Infatian will give you a call
in the next several days to setup your inspecti®hould take no more than 10-15
minutes. Inspection fees may vary.

Q | do not wish to schedule an onsite inspectionlaf@mlunderstand that without
an onsite inspection | cannot receive consumentgfrmm Orca Information.

Please return your completed request form via baddiowing methods:
1.Email to compliance@orcainfo-com.com

2.Fax to 1-800-522-6722

3.Phone to 1-800-341-0022 and ask for the comptiaiepartment.

Thank you for your cooperation in this matter, Threa Pod



@rca

Information
Membership Application
PLEASE PROVIDE THE FOLLOWING:

How did you hear about Orca?

Do you want reports sent by Fax or Electronically?

How long has your company been in business: Years Months
Number of employees:

Web-Site Address is:

Company Name:

Physical Address:

City/State/Zip:

Mailing Address (if different):

City/State/Zip:

Contact Person: Title:
Phone: Office x: Fa
Alternate Phone: SitalEm

List Branch Office Receiving Reports

Office Name:

Address:

City/State/Zip:

Branch Office Contact:

Phone: Fax:

Email:

List Additional Offices and Contact Information on Separate Sheet of Paper
Send Monthly Invoice To(Email or Regular Mail Address):

Email Address: ;or

Mail To:

Address:

City/State/Zip:




Service Agreement
Part A

Amended July 7, 2007

This agreement by and between Orca Information, P© Box 277, Anacortes, Washington 98221 (“Oreail the
company named below (“End User”) and/or it's deaigd agent(s), desires to use our services aethdar prices
established and agrees that all reports will berstidd and received subject to the following coiodis: End User is
a Legitimate Business and has a permissable pufposbtaining consumer reports (not credit regdrtsaccordance

with the Fair Credit Reportingct (15 U.S.C 1681 et seq.) including, without iation, all amendements thereto

(“FCRA"). The End User certifies its permissiblerpase as:

« In connection with a employment screening applcatnvolving the consumer; and
* In accordance with the written instructioofsthe consumer;

1. Engagement and Duties End User engages Orca and Orca agrees to prawid&ser with public record informa-
tion and other background information related smrsf“information”)necessary to serve End User information needs.

End User accepts all information “AS IS” WITHOUT VRRANTY, EXPRESS OR IMPLIED, and agrees to pay Orca
the applicable rates and charges therefore sétifoRaragraph below.

2. Compliance With Laws. End User represents and warrants that it slatipty with all Federal, State, and local
statues, regulations, and ordinances governingisbeand distribution of information furnished byc®iincluding, but
not limited to, all provisions of the Fair Credieporting Act (FCRA), Public Law 91-508 and the Aimnans with Dis-
abilities Act (ADA 1990) and all regulations prorgated there under. End User certifies that repuoetg be requested
for exclusive use only for employment screeningppses or in connection with legitimate businessisemly when

INITIATED BY THE CONSUMER. User certifies to Ordaat it will not request a consumer report for emyphent

screening, or in connection with legitimate bussnpsrposes unless:

Make a disclosure to the applicant that consumgortemay be obtained for employment screening and/o
connection with legitimate business purposes;

The consumer has AUTHORIZED IN WRITING the procuestnof the report; and

Information from the consumer report furnished kg@will not be used in violation of any applicalfed-
eral, State or local law, statue, regulation, airance.

End User will maintain copies of all written autlzations (employment application) for a minimuntfigg (5)
years from the date of inquiry.

End User shall use each Consumer Report only foreastime use and shall hold the report in strictfickence,
andnot disclose it to any third parties; providedweweer, that End User may, but is not required isgldse
the report to the subject of the report only inreeetion with an adverse action based on the repdareover,
unless otherwise explicitly authorized in an agreetrbetween Orca and End User for scores obtaiwed f
TransUnion, or as explicitly otherwise authorizadatdvance and in writing by TransUnion through Qad
User shall not disclose to consumers or any thindyp any of all such scores provided under sucheagent,
unless clearly required by law.

Adverse Action Procedures

When End User takes “adverse action” based onnmdton in whole or part from a consumer reportdomployment
purposes - denying a job applicant, reassignirtgroninating an employee, or denying a promotiowilitprovide:

Oral, written or electronic pre-adverse action ldisare that includes a copy of the individual’s semer re-
port and a copy of “A Summary of Your Rights Unttee Fair Credit Reporting Act” — a document prdsedi
by the Federal Trade Commission (FTC). See endlGsmsumer Rights letter which will;

Include the name, address and toll-free telephongber (for national bureaus only) of the consureeorting
agency; and also include

A notice that the adverse decision was not madédygredit bureau or by Orca Information and thatdredit
bureau cannot provide the specific reasons;

The consumer’s right to obtain a free copy of tyegort

A notice of the right to dispute the accuracy ompteteness of any information Orca furnished, &edright
to an additional free consumer report from Orcanupdtten request within 60 days.

With just cause, such as violation of the termghefEnd User’s contract or a legal requiremeng oraterial change in
existing legal requirements that adversely affésEnd User’'s agreement, Reseller may, uponeétgieh, discontinue
serving the End User and cancel the agreement inatedd



3. Consideration and Invoice Payment End User shall pay Orca for services based statement system. Accept-
able payments are:

From the End User - Business account check, orit3@add upon receipt of the monthly statement. nisfor
monthly statements Emailed or mailed to End UsenmiEeare Due Upon Receipt. Accounts in arrearef 3
days will be a charged a $25.00 late fee. If ayoant goes to collection, End User agrees to pgagxakenses,
including reasonable legal fees.

Provide credit information on End User as may lupiested by Orca during the course of this agreement
Acknowledge that a facsimile of this agreemensisaid as the original.

Recognize that in order to remain in compliancehvi@ws and regulations governing consumer-reporting
agencies Orca may make modifications to this ages¢rfrom time to time. These maodifications may be
mailed to the End User and the End User’s use oa®rservices after the date specified in the comoau
tion will be construed as your agreement and indptiensent to these modifications.

4. Deliverability and Time Service of Information.

End User shall submit all requests for informatiorOrca in Writing by on-line transmission, or kac§imile.
Upon receipt of a screening/information requesta®hall use its best efforts to provide to Endridsarch
results in a timely manner. All information reqteeseceived after 4:00 PST will be considered asived
next business day.

End User certifies that reports will be requestely by End User’s designated representatives aride@m-
ployees from obtaining reports on themselves, ésscor any other person except in the exercisthenf
official duties.

End User recognizes that information is obtained amanaged by fallible sources, and that for the fee
charged, Orca does not guarantee to insure theaagcar the depth of information provided.

End User assumes responsibility for the final \eation of the applicant’s identity.

End User bases employment placement decisionsyoacions on the End User’s lawful policies andgaro
dures and recognize that Orca employees are mtedl to render any legal opinions regarding infdroma
contained in a consumer report.

5. Limitations of Liability . Orca recognizes the importance of furnishingueate information to End User and will
make all reasonable efforts in providing timely aawturate information. End User understands aneeaghat any

information furnished pursuant to this Agreemersg baen created and maintained and reported byugaFfederal,

State, and County agencies and other third pasiegh are not under the control of Orca. In matgtes court and
criminal databases are limited and/or un-reliabléhe agencies recording the information are unecafve and make
their records unavailable to the public. Respalisilfor the accuracy of the information restsedglwith said various

agencies and other third parties, who create, miainand report, said information.

Orca compares full name and AKA's (also known agj date of birth with that of county and state rdso Court
records of database information changes daily anguarantee is made that all records or absenageaxford is 100%
accurate. Please see your employment attorneysfag compliance with employment laws when pubdicords are
used in the decision-making.

End User agrees to up hold provisions of the FCR#IDsure and Federal FACT Act (Appendix A & B).

6. Reinvestigation Provision In the event of a dispute over the accuracyfmirmation provided by Orca, Orca shall
promptly reinvestigate such claims and provide aegessary corrections without additional cost td Biser. In the
event such reinvestigation does not reveal inactesaOrca reserves the right to invoice End Usesymnt to Section
3 hereof for the additional research.

7. Limitations of Actions. No claim may be asserted by either party hemgtinst the other party with respect to any

event, act, or omission that occurred more than(8yqgears prior to such claim being asserted.

8. Indemnity. End User agrees whether or not this Agreemesitelxpired or been terminated, to assume liability
for, and End User hereby agrees to indemnity, deéerd save and keep harmless Orca, its employgestsa and
representatives, from and against any and allliiegsi, obligations, losses, damages, penaltiegsfi punitive
damages, amounts in settlement, claims actiongepdings, suits, judgments, costs, interest, exgseasd dis-
bursements of any kind and nature whatsoever grisiler any theory of legal liability (including@teys fees
and cost) that may be imposed on, incurred by serésd against Orca, its employees, agents, oeseptatives,
in any way relating to, resulting from, based upamarising out of the services performed or infation provided
pursuant to this Agreement.



9. Attorney’s Fees If any action at law or in equity, arbitration ather proceeding is brought for the enforcement o
interpretation of this Agreement, or because oflégged breach of the provision of this Agreementn any way aris-
ing out of the transactions contemplated in thise®gnent, whether sounding in tort or contract tieowise, the pre-
vailing party is entitled to recover reasonableraity’s fees and other cost incurred in conneatiith such action, arbi-
tration or other proceeding (including, but notited to, expenses and costs of investigations,esgrfees and travel),
in addition to any other relief to which the prdivag party may be entitled.

10. Severability. The invalidity, illegality or unenforceabilityf@ny provision of this Agreement shall not afféoe
validity, legality or enforceability of any otherqvision of this Agreement, which shall remain il force and effect.

11 Governing Law. This Agreement shall be controlled, construed enforced in accordance with the laws of the
State of Washington. Any claim or cause of acgball be brought by either party in the County &&@t, State of
Washington.

12. We understand and agree that this letter cotestitall conditions of service and of reporting,sem and future and
applies to all reports made by you and by youtiaféd companies or branches to our Company attime Office or
to any of our branches or service offices. No clearig these conditions may be made except by coimsamiting of an
officer of Orca Information, Inc.

13. With just cause, such as delinquency or violatbbthe terms of this contract or a legal requirather a material
change in existing legal requirements which advgrsiects this Agreement, Orca Information, In@ynupon its elec-
tion, discontinue serving the Subscriber and catiiglAgreement immediately.

THE FCRA PROVIDES THAT ANY PERSON WHO KNOWLINGLY AN D WILLFULLY OBTAINS INFOR-
MATION ON A CONSUMER FROM A CONSUMER REPORTING AGEN CY UNDER FALSE PRETENSES
SHALL BE FINED UNDER TITLE 18 OF THE UNITED STATES CODE OR IMPRISONED NOT MORE
THAN TWO YEARS, OR BOTH.

We have signed and agree to the following exhiBippendix A (FCRA) and Appendix B (FACTA).

Date Date

Signed by Signed by

Printed Name Printed Name

Title Title

Officer of Company Orca Information, Inc.



Appendix A — FCRA Disclosure
A Disclosure Required by FCRA

The Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681681y, requires that this noticebe provided to inform
users of consumer reports of their legal obligatios State law may impose additional requirementse fExt of the
FCRA is set forth in full at the Federal Trade Coission’s Website: www.ftc.gov/credit. At the eofithis document
is a list of United States Code citations for tl&RA. Other information about user duties is algailable at the Com-
mission’s Website. Users must consult the relepao¥isions of the FCRA for details about theirightions under the
FCRA.

|. OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS (END USERS)

A. Users Must Have a Permissible Purpose:
Congress has limited the use of consumer repopsotect consumers’ privacy. All users must haypeanissible
purpose under the FCRA to obtain a consumer re@gttion 604 contains a list of the permissiblgpsaes under the
law. These are:
e As ordered by a court or a federal grand jury selopo Section 604(a)(1)
e Asinstructed by the consumer in writing. Secti®d(a)(2)
» For the extension of credit as a result of an appithtn from a consumer, or the review or collection
of a consumer’s account. Section 604(a)(3)(A)
» For employment purposeisicluding hiring and promotion decisions, whére tonsumer has given
written permission. Sections 604(a)(3)(B) and 604(
* When there is a legitimate business need, in cdiomewith a business transaction that is initiabgd
the consumer. Section 604(a)(3)(F)(i)
» For use by a potential investor or servicer, orenirinsurer, in a valuation or assessment of the
credit or prepayment risks associated with an iexjstredit obligation. Section 604(a)(3)(E)
» For use by state and local officials in connectigth the determination of child support payments, o
modifications and enforcement thereof. Section&4) and 604(a)(5)
In addition, creditors and insurers may obtain aiartconsumer report information for the purposenuiking
“prescreened” unsolicited offers of credit or iremre. Section 604(c). The particular obligations uskrs of
"prescreened" information are described in Secdtibrbelow.

B. Users Must Provide Certifications

Section 604(f) prohibits any person from obtaingngonsumer report from a consumer reporting agé€@RA) unless
the person has certified to the CRA the permisgiigose(s) (employment screening) for which thoreis being
obtained and certifies that the report will notused for any other purpose.

C. Users Must Notify Consumers When Adverse ActionAre Taken

The term "adverse action" is defined very broadlySection 603. "Adverse actions" include all bussjecredit, and
employment actions affecting consumers that cacobsidered to have a negative impact as definesieation 603(k)
of the FCRA — such as denying or canceling crediinsurance, or denying employment or promotion. ddwerse
action occurs in a credit transaction where thditwemakes a counteroffer that is accepted byctrsumer.

1. Adverse Actions Based on Information Obtained Fom a CRA
If a user takes any type of adverse action as e@firy the FCRA that is based at least in part torimation contained
in a consumer report, Section 615(a) requires ez 1o notify the consumer. The notification maydoae in writing,
orally, or by electronic means. It must include tbkowing:
The name, address, and telephone number of the @®RKAding a toll-free telephone number, if itasna-
tionwide CRA) that provided the report.
A statement that the CRA did not make the advdesésion and is not able to explain why the deaisias
made.
A statement setting forth the consumer's rigtalitain a free disclosure of the consumer's filenftbe CRA
if the consumer makes a request within 60 daystafesient setting forth the consumer's right to whispli-
rectly with the CRA the accuracy or completenesanyfinformation provided by the CRA.

2. Adverse Actions Based on Information Obtained FronThird Parties Who Are Not Consumer Reporting Agences
If a person is denied (or increases the chargefdorpersonal, family, or household purposes bastter wholly or
partly upon information from a person other tha@RA, and the information is the type of consumdorimation cov-



ered by the FCRA, Section 615(b)(1) requires thatuser clearly and accurately disclose to theuwwss his or her
right to be told the nature of the information thas relied upon if the consumer makes a writtguest within 60
days of notification. The user must provide thecldisure within a reasonable period of time follogvihe consumer's
written request.

3. Adverse Actions Based on Information Obtained Fom Affiliates

If a person takes an adverse action involving egnmpkmt, initiated by the consumer, based on infoionadf the type

covered by the FCRA, and this information was otetdifrom an entity affiliated with the user of tinformation by

common ownership or control, Section 615(b)(2) nexputhe user to notify the consumer of the advert®n. The

notice must inform the consumer that he or she ofdgin a disclosure of the nature of the informatielied upon by
making a written request within 60 days of receajvihe adverse action notice. If the consumer makeh a request,
the user must disclose the nature of the informatiat later than 30 days after receiving the reguiesonsumer report
information is shared among affiliates and therduse an adverse action, the user must make arrselagetion disclo-
sure as set forth in I.C.1 above.

D. Users Have Obligations When Fraud and Active Dyt Military Alerts are in Files

When a consumer has placed a fraud alert, includivegrelating to identity theft, or an active dutilitary alert with a

nationwide consumer reporting agency as definegeiction 603(p) and resellers, Section 605A(h) irepdsnitations

on users of reports obtained from the consumerrtiegoagency in certain circumstances, including élstablishment
of a new credit plan and the issuance of additienadlit cards. For initial fraud alerts and actilegy alerts, the user
must have reasonable policies and procedures @& ptaform a belief that the user knows the idgrdftthe applicant
or contact the consumer at a telephone numberfiggkbly the consumer; in the case of extended fededs, the user
must contact the consumer in accordance with théacbinformation provided in the consumer’s alert.

E. Users Have Obligations When Notified of an Addres Discrepancy

Section 605(h) requires nationwide CRAs, as define8ection 603(p), to notify users that requegpbres when the
address for a consumer provided by the user inestiqy the report is substantially different frome addresses in the
consumer’s file. When this occurs, users must cgmjith regulations specifying the procedures tddilwed, which
will be issued by the Federal Trade Commissiontardbanking and credit union regulators. The Fddewde Com-
mission’s regulations will be available at www.fov/credit.

F. Users Have Obligations When Disposing of Records

Section 628 requires that all users of consumesrtdpformation have in place procedures to propdispose of re-
cords containing this information. The Federal Br&&bmmission, the Securities and Exchange Commisaind the
banking and credit union regulators have issuedlagigns covering disposal. The Federal Trade Ca@sioin’s regu-
lations may be found at www.ftc.gov/credit.

[I. OBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR EMPLOYMENT
PURPOSES

A. Employment Other Than in the Trucking Industry
If information from a CRA is used for employmentrposes, the user has specific duties, which arfodétin Section
604(b) of the FCRA. The user must:
 Make a clear and conspicuous written disclosurthéoconsumer before the report is obtained, incaudo
ment that consists solely of the disclosure thadrssumer report may be obtained.
* Obtain from the consumer prior written authorizatiduthorization to access reports during the tefm
employment may be obtained at the time of employmen
» Certify to the CRA that the above steps have be#awed, that the information being obtained widtn
be used in violation of any federal or state eqpgortunity law or regulation, and that, if any atse
action is to be taken based on the consumer regpadpy of the report and a summary of the conssmer
rights will be provided to the consumer.
. Before taking an adverse action, the user mustighecsw copy of the report to the consumer as well as
the summary of consumer’s rights. (The user shoed@ive this summary from the CRA.) A Section 6)5(a
adverse action notice should be sent after theraeaetion is taken.
An adverse action notice also is required in emmleyt situations if credit information (other thaartsactions and
experience data) obtained from an affiliate is usedeny employment. Section 615(b)(2)

The procedures for investigative consumer repartiseanployee misconduct investigations are set toetbw.



Special rules apply for truck drivers where theyanteraction between the consumer and the potesttiloyer is by

mail, telephone, or computer. In this case, thesaorer may provide consent orally or electronicadlyd an adverse
action may be made orally, in writing, or electically. The consumer may obtain a copy of any repsli¢d upon by

the trucking company by contacting the company.

[ll. OBLIGATIONS WHEN INVESTIGATIVE CONSUMER REPORT S ARE USED
Investigative consumer reports are a special tym®sumer report in which information about a aoner's character,
general reputation, personal characteristics, andenof living is obtained through personal intemsgeby an entity or
person that is a consumer reporting agency. Consuwigo are the subjects of such reports are gigenial rights un-
der the FCRA. If a user intends to obtain an ingesive consumer report, Section 606 requires dhleviing:
* The user must disclose to the consumer that arstigegive consumer report may be obtained. Thistmus
be done in a written disclosure that is mailedothierwise delivered, to the consumer at some tieferb
or not later than three days after the date on hwthie report was first requested. The disclosurstrimi
clude a statement informing the consumer of hikesrright to request additional disclosures ofria&ure
and scope of the investigation as described bedod the summary of consumer rights required byi&@ect
609 of the FCRA. (The summary of consumer rights lve provided by the CRA that conducts the inves-
tigation.)
» The user must certify to the CRA that the discleswset forth above have been made and that theviler
make the disclosure described below.
« Upon the written request of a consumer made withieasonable period of time after the disclosuees r
quired above, the user must make a complete diseas the nature and scope of the investigatidns T
must be made in a written statement that is madedtherwise delivered, to the consumer no ldtant
five days after the date on which the request wasived from the consumer or the report was figst r
guested, whichever is later in time.

IV. SPECIAL PROCEDURES FOR EMPLOYEE INVESTIGATIONS

Section 603(x) provides special procedures for stigations of suspected misconduct by an employderacompli-
ance with Federal, state or local laws and reguiator the rules of a self-regulatory organizatemmd compliance with
written policies of the employer. These investigasi are not treated as consumer reports so lottgeaamployer or its
agent complies with the procedures set forth inti®e®&03(x), and a summary describing the natuck soope of the
inquiry is made to the employee if an adverse adgsdaken based on the investigation.

V. OBLIGATIONS OF USERS OF MEDICAL INFORMATION

Section 604(g) limits the use of medical informatiobtained from consumer reporting agencies (ctfen payment
information that appears in a coded form that dadsdentify the medical provider). If the infornw is to be used for
an insurance transaction, the consumer must gimeeet to the user of the report or the informatiarst be coded. If
the report is to be used for employment purposasis connection with a credit transaction (excapprovided in regu-
lations issued by the banking and credit union leggus) — the consumer must provide specific wnittensent and the
medical information must be relevant. Any user whceives medical information shall not discloseitifermation to
any other person (except where necessary to catrthe purpose for which the information was disel, or as permit-
ted by statute, regulation, or order).

VI. OBLIGATIONS OF USERS OF "PRESCREENED" LISTS
The FCRA permits creditors and insurers to obtamitéd consumer report information for use in castimn with unso-
licited offers of credit or insurance under certaeirtcumstances. Sections 603(l), 604(c), 604(e], &tb(d). This prac-
tice is known as "prescreening" and typically ines obtaining from a CRA a list of consumers wh@nwertain pre-
established criteria. If any person intends toprescreened lists, that person must (1) beforefflee is made, establish
the criteria that will be relied upon to make tHéepand to grant credit or insurance, and (2) n@msuch criteria on
file for a three-year period beginning on the datewhich the offer is made to each consumer. Iritimag any user
must provide with each written solicitation a clead conspicuous statement that:

» Information contained in a consumer's CRA file wasd in connection with the transaction.

* The consumer received the offer because he oradiséied the criteria for credit worthiness or iresoility
used to screen for the offer.

» Credit or insurance may not be extended if, afierdonsumer responds, it is determined that theuwoar
does not meet the criteria used for screening gragplicable criteria bearing on credit worthinessn-
surability, or the consumer does not furnish rezplicollateral.

10



* The consumer may prohibit the use of informatiohigor her file in connection with future presared
offers of credit or insurance by contacting thefiuattion system established by the CRA that predithe
report. The statement must include the addressdfiee telephone number of the appropriate raaif
tion system.

In addition, once the Federal Trade Commissionuby nas established the format, type size, and erawirthe disclo-
sure required by Section 615(d), users must beomptiance with the rule. The FTC's regulations wiié at
www.ftc.gov/credit.com.

VII. OBLIGATIONS OF RESELLERS

A. Disclosure and Certification Requirements
Section 607(e) requires any person who obtainsyawroer report for resale to take the following step
» Disclose the identity of the end-user to the so@BA.
» ldentify to the source CRA each permissible purgosevhich the report will be furnished to the emsker.
« Establish and follow reasonable procedures to enthat reports are resold only for permissible pags,
including procedures to obtain:
(1) The identity of all end-users;
(2) Certifications from all users of each purpasevihich reports will be used; and
(3) Certifications that reports will not be used &my purpose other than the purpose(s)
specified to the reseller.
Resellers must make reasonable efforts to veri§yittiormation before selling the report.

B. Reinvestigations by Resellers

Under Section 611(f), if a consumer disputes thmigry or completeness of information in a repoeppred by a re-
seller, the reseller must determine whether thisriesult of an action or omission on its part ahslp, correct or delete
the information. If not, the reseller must senddfspute to the source CRA for reinvestigation. Whay CRA notifies
the reseller of the results of an investigatioe, risseller must immediately convey the informatmthe consumer.

C. Fraud Alerts and Resellers

Section 605A(f) requires resellers who receivedralerts or active duty alerts from another consumgorting agency
to include these in their reports.

VIII. LIABILITY FOR VIOLATIONS OF THE FCRA

Failure to comply with the FCRA can result in stgtevernment or federal government enforcement astias well as
private lawsuits. Sections 616, 617, and 621. kiitemh, any person who knowingly and willfully olwa a consumer
report under false pretenses may face criminalgmason. Section 619. The FTC's Web site, www.fw/gredit, has
more information about the FCRA, including publioat for businesses and the full text of the FCRAations for

FCRA sections in the U.S. Code, 15 U.S.C. § 16&kaqt:

Section 602 15 U.S.C. 1681 Section 610 15 U.S.8116 Section 620 15 U.S.C. 1681r
Section 603 15 U.S.C. 1681a Section 611 15 U.$81i1 Section 621 15 U.S.C. 1681s
Section 604 15 U.S.C. 1681b Section 612 15 U.S681j1 Section 622 15 U.S.C. 1681s-1
Section 605 15 U.S.C. 1681c Section 613 15 U.681R Section 623 15 U.S.C. 1681s-2
Section 605A 15 U.S.C. 1681cA  Section 614 15 U.$631I Section 624 15 U.S.C. 1681t

Section 605B 15 U.S.C. 1681cB  Section 615 15 U.$681m Section 625 15 U.S.C. 1681u
Section 606 15 U.S.C. 1681d Section 616 16 U.S&I16 Section 626 15 U.S.C. 1681v
Section 607 15 U.S.C. 1681e Section 617 15 U.$%814 Section 627 15 U.S.C. 1681w
Section 608 15 U.S.C. 1681f Section 618 15 U.S681p Section 628 15 U.S.C. 1681x
Section 609 15 U.S.C. 1681g Section 619 15 U.$6814 Section 629 15 U.S.C. 1681y

| hereby acknowledge that | was provided a cophefFCRA Appendix A.

By: Date:
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Appendix B - The Fair and Accurate Credit Transactions Act (FACTA) Notification

The Fair and Accurate Credit Transactions Act of 2@3. Also known as the FACT Act, was signed into laws
cember 4, 2003. In general, the Act amends theCGiaidit Reporting Act ("FCRA"). The Act containsiamber of pro-
visions intended to combat consumer fraud andeelatimes, including identity theft, and to asi&swvictims. Specifi-
cally the act requires the destruction of PAPERNCAINING CONSUMER INFORMATION.

The FACTA (Fair and Accurate Credit Transaction A&lisposal Rule applies to every U.S. businessngployer that
uses consumer information, from Fortune 500 compoia to the mom-and-pop property management coypéa

clearly a major step forward in the fight to givensumers greater control over their personal inédion and how it is
used — or abused.

FACTA represents a big change in the way many sarall medium-sized companies do business. Some=of thay
be in for a serious shock.

FACTA could be the MOST financially damaging acbissinesses signed into law in recent years. Vdigémtity Theft
reaching epidemic proportions, the new FACTA law taken aim at “any person who maintains or otheryiossesses
consumer (Applicant) or employee information fosimess purpose.”

The Facts on FACTA (Disposal Rule)

1) Designed to reduce the risk of consumer frautlidentity theft applies to every business in tf& U

2) Requires businesses to destroy ALL personal infGoman consumers (customers, applicants, employéests
etc.) before discarding it. Access to this persamfarmation is strictly limited by other Federaaws (HIPPA, Gramm,
Leach, Blilley etc.)

3) States that every person and\or business MUS{Egragainst unauthorized access to or use afnfbemation in
connection with its disposal.

4) Allows for Civil liability should an employeedentity be stolen due to an employers failure to ac

5) Consumers (Applicants) may be entitled to recaotual damages sustained as a result of a FAGdlAton.
(Financial losses and work hours lost).

6) Courts are authorized to award punitive damagelsattorney’s fees, in an individual or a claggacsuit.

7) State and Federal fines may be imposed on thiadss or employer per breach of personal infoonaffhose fines
are up to but not to exceed $1,000 and $2,500 ctsply.

We understand our requirements under the FACTA Act.

By: Date:
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Service Agreement
Part B — FCRA Compliance Checklist

FCRA Requirement — Establishment of Permissible Pypose

What is the nature of your business (RestauranmitaR&anagement, Mobile Home Park Management, Retilte
Sales, General Contractor, Carpet Cleaning, etc.)?

YesO

YesO

YesO

YesO

YesO

YesO

YesO

YesO

YesO

YesO

YesO

YesO

YesO

I/We will be using Consumer Reports for the sole pgpose of Employment Screening.

Pursuant To The Fair Credit Reporting Act:

No Ol have read and understand my responsibilities uthdeFair Credit Reporting Act

No O

No O

No O

No O

No O

No O

No O

No O

No O

No O

No O

No O

(Appendix A & B of Service Agreement)
| understand employees may not request reportseznselves

| agree that before sending applications to Onéarination, Inc. for processing, all
consumers/applicants will read and sign the apipdingdor employment.

| understand and agree that all confidential imfation/screening reports will be received
in a secured area only (away from other employeas people) and handled only by those desig-
nated to receive and review confidential informatim consumer/applicants).

| understand that before taking an adverse adiienuser must provide a copy of the report to the
consumer as well as the summary of consumer’sgigiihe user should receive this summary from
the CRA.) A Section 615(a) adverse action noticaukhbe sent after the adverse action is taken.
(copies attached)

| understand that the consumers/applicants camtiiénformation will not be discussed in front of
any other person(s) regardless of their relatignshiess permission is given to do so by the appli-
cant / consumer in writing. Signature and daté vélon the written permission document.

| agree to keep such written permission with thygliaants/consumers file in a secured area fooup t
five (5) years, and at the appropriate time willeshthe information in a shreddeefore disposing
(sometimes files are kept in a computer).

| agree to keep all confidential information ooamsumer/applicant in a LOCKED FILE CABINET
(and/or in a room with a locked door).

When storing applicant/consumer reports or otbefidential information in a computer(s), | agree
to keep passwords and access codes to consumetsrigpa secure place.

| agree that only those employees authorizedviewethe confidential information on a computer
will have access to those codes.

| agree that computer passwords and codes fossioceapplicants/consumer confidential informa-
tion will be changed every ninety (90) days.

| agree that any computer passwords given to eyapkowho leave the company and had access to
consumer reports will be deactivated immediately.

| agree to train employees who have access toahgumer reports and who interact with applicants,
on the Fair Credit Reporting Act (FCRA).
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YesO NoO | understand that the credit reports and/or amygfahe report on the applicant/consumer mayhot
re-sold.

YesO NoO  Are you associated or affiliated with any of teldwing?: Adult entertainment, attorney or law of
fice, bail bondsman, check cashing, credit coungeliredit repair, dating service, financial counse
ing, genealogical research, massage service, cgntpanlocates missing children, pawn shop, pri-
vate detective, individual seeking information fuivate use, spiritual counseling, subscriptions
(magazines, book clubs), tattoo service, insuraooepany, law enforcement (unless for employment
screening purposes), legal services.

If you are associated with any of the above, cdr@aca’s Compliance Department for additional infiation.

| have read and understand my responsibilities utideFCRA.

User Authorized Signature Print Name Title at®

Orca Authorized Signature Print Name Title at®
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ATTACHMENT “B”

TO: SERVICE AGREEMENT
Appendix B to Part 601

Prescribed Notice of Furnisher Responsibilities
This appendix prescribes the content of the reduicgice.

NOTICES TO FURNISHERS OF INFORMATION:
OBLIGATIONS OF FURNISHERS UNDER THE FCRA

The federal Fair Credit Reporting Act (FCRA), aseaigted, imposes responsibilities on all personsfwimish information to consumer
reporting agencies (CRAs). These responsibilitef@und in Section 623 of the FCRA. State law rimagose additional requirements. All
furnishers of information CRAs should become faanilvith the law and may want to consult with tregiunsel to ensure that they are in
compliance. The FCRA, 15 U.S.C. 1681-1681u, iah in full at the Federal Trade Commission’selmtet web sitehttp://www.frc.goy).
Section 623 imposes the following duties:

General Prohibition on Reporting Inaccurate Information:

The FCRA prohibits information furnishers from piging information to a consumer reporting agencRAg that they know (or con-
sciously avoid knowing) is inaccurate. However, filmaishers are not subject to this general praioibiif it clearly and conspicuously
specifies an address to which consumers may writetify the furnishers that certain informationiriaccurate. Sections 623 (a)(1)(A) and

@1)(C)

Duty to Correct and Update Information:

If at any time a person who regularly and in thaireairy course of business furnishes informatioarte or more CRSs determines that the
information provided is not complete or accurate, furnisher must provide complete and accuratenmdtion to the CRS. In addition, the
furnisher must notify all CRAs that received théoimation of any corrections, and must thereaf@ort only the complete and accurate
information. Section 623 (a)(2)

Duties After Notice of Dispute from Consumer:
If a consumer notifies a furnisher, at an addrpssified by the furnisher for such notices, thatcsfic information is inaccurate, and the
information is in fact inaccurate, the furnisheranthereafter report the correct information to GR8ection 623 (a)(1)(B)

If a consumer notifies a furnisher that the consudigputes the completeness or accuracy of anyrretion reported by the furnisher, the
furnisher may not subsequently report that inforamato a CRA without providing notice of the dispuSection 623(a)(3)

Duties After Notice of Dispute from Consumer Repoiing Agency:
If a CRA Notifies a furnisher that a consumer diggithe completeness or accuracy of informationigeal by the furnisher, the furnisher
has a duty to follow certain procedures. The furaisnust:

Conduct an investigation and review all relevafrimation provided by the CRA, including informatigiven to the CRA by the consumer.
Sections 623(b)(1)(A) and 623 (b)(1)(B)

Report the results to the CRA, and, if the invedtan establishes that the information was, in, faxctomplete or inaccurate, report the re-
sults to all CRAs to which the furnisher providée information that compile and maintain files omaionwide basis. Sections 623(b)(1)
(C) and (b)(1)(D)

Complete the above within 30 days from the dateXRé receives the dispute (or 45 days, if the coruater provides relevant additional
information to the CRA). Section 623(b)(2)

Duty to Report Voluntary Closing of Credit Account:

If a consumer voluntarily closes a credit accoant; person who regularly and in the ordinary coofdeusiness furnishes information to
one or more CRAs must report this fact when it fes information to CRAs for the time period in winithe account was closed. Section
623(a)(4)

Duty to Report Dates of Delinguencies:

If a furnisher reports information concerning aiiglient account placed for collection, chargedrtdipor loss, or subject to any similar
action, the furnisher must, within 90 days after itiformation, provide the CRA with the month ahd year of the commencement of the
delinquency that immediately preceded the actiorthat the agency will know how long to keep thieimation in the consumer’s file.
Section 623(a)(5)




Requirements for California and Vermont Users
(Disregard if business is outside of these States)

California Users:

Provisions of the California Consumer Credit RejpgriAgencies Act, as amended effective July 1, 198Bimpact
the provision of consumer reports to Client unéierfollowing circumstances; a) if Client is a “nételler” (defined in
part by California law as “a person engaged inbtiiginess of selling goods or services to retaiebsiy and is selling to
a “retail buyer” (defined as “a person who buysdmor obtains services from a retail seller intair@nstallment sale
and not principally for purpose of resale”) andasumer about whom Client is inquiring is applyifig, in person and
(c) for credit. Under the foregoing circumstandes;a, before delivering a Consumer Report to Clisnist match at
least three (3) items of a consumer’s identifigatidthin the file maintained by the Date Providesith the information
provided to Data Provider’s via Orca by Client onoection with the in-person credit transactionmpbance with this
law further includes Client’s inspection of the phalentification of each consumer who appliesifieperson credit,
mailing extension of credit to consumer responding mail solicitation at a specified address,gldpecial actions
regarding a consumer’s presentment of police rapgdrding fraud, and acknowledging consumer desordeinves-
tigation within certain time frames.

If Client is a “retail seller,” Client certifies #t it will instruct its employees to inspect a phitentification of the con-
sumer at the time an application is submitted is@e If Client is not currently, but subsequetiicomes a “retail
seller,” Client agrees to provide written noticd€GBCA prior to ordering Consumer Reports in conieactvith an in-
person credit transaction, and agrees to comply thié requirements of the California law as outinethe Attach-
ment, and with the specific certifications setlidnerein.

Client certifies that, as a “retail seller,” it Wéither a) acquire a new Client subscriber nunfibeuse in processing
Consumer Report inquiries that result from in-parsiedit applications covered by California Lawthwtihe under-
standing that all inquiries using this new ClieabScriber number will require that Client supplyestst three items of
identifying form the applicant; or b) contact ClisnORCA sales representative to ensure that Céiexisting client
number is properly coded for these transactions.

Vermont Users:

Client acknowledges that is subscribes to recedwmus information services from ORCA Informatidmg. in accor-
dance with the Vermont Fair Credit Reporting S&tatV.S.A. § 2480e (1999), as amended (the “VFOR#U the
Federal Fair Credit Reporting Act, 15, U.S.C. 1681Seq., as amended (the “FCRA") and its othee $sav counter-
parts. In connection with the Client’'s continueé@ a$ ORCA services in relation to Vermont consume€iteent herby
certifies as follows:

Vermont CertigicationClient certifies that it will comply with the appéble provisions under Vermont law. In particu-
lar, Client certifies that it will order certainfarmation relating to Vermont residents, that aosmslimer Reports as de-
fined by the VFCRA, only after Client has receiy@tbr consumer consent in accordance with the VFGR480e and
applicable Vermont Rules. Client further certifteat the attached copy 8 2480e of the Vermont Gagdit Reporting
Statute was received from ORCA.

Vermont Fair Credit Reporting Statute, 9 V.S.A § 280e (1999)

§ 2480e. Consumer consent
A) A person shall not contain the credit reporaafonsumer unless;
1) the report is obtained in response to theravtla court having jurisdiction to issue such ateo; or
2) the person has secured the consent of theicmrsand the report is used for the purpose comden
to by the consumer.



B) Credit reporting agencies shall adopt reasienatocedures to assure maximum possible compliance
with the subsection (a) of this section
C) Nothing in this section shall be construedffect:
1) The ability of a person who has secured tmesent of the consumer pursuant to subdivision (a)
(2) of this section to include in his or her requeshe consumer permission to also obtain
credit reports, in connection with the same tramsa®r extension of credit, for the purpose of
reviewing the account, increasing the credit lindlee account, for the purpose of taking collec-
tion action on the account, or for other legitimpteposes associated with the account; and
2) The use of credit information for the purpo$@rescreening, as defined and permitted from
time to time by the Federal Trade Commission.

VERMONT RULES **CURRENT THROUGH JUNE 1999***
AGENCY 06. OFFICE OF THE ATTORNEY GENERAL
SUB-AGENCY 031. CONSUMER PROTECTION DIVISION
CHAPTER 012. Consumer Fraud-Fair Credit Reporting
RULE CF 112 FAIR CREDIT REPORTING
CVR 06-031-012, CF 112.03 (1999)
CF 112.03 CONSUMER CONSENT

A) A person required to obtain consumer consergyant to 9 V.S.A. § § 2480e and 24809 shall olstaid
consent in writing if the consumer has made a @nitequest for credit, insurance, employment, mgust
governmental benefit. If the consumer has appledf requested credit, insurance, employment,ihgus
or governmental benefit in a manner other thanriting, then the person required to obtains conswuos-
sent pursuant to 9 V.S.A 8 § 2480e and 24809 sh#diin said consent in writing or in the same mamme
which the consumer made the application or reqiiést.terms of this rule apply whether the consuoner
the person required obtaining consumer conseldtied the transaction.

B) Consumer consent required pursuant to 9 V.8.#$2480e and 24809 shall be deemed to have lieen o
tained in writing if, after a clear and adequatétemn disclosure of the circumstances under whichedit
report or credit reports may be obtained and thpgzes for which the credit report or credit reponay be
obtained, the consumer indicated his or her cortseptoviding his or her signature.

C) The fact that a clear and adequate writters@oinform is signed by the consumer after the cqoes's
credit report has been obtained pursuant to sah& torm of consent shall not affect the validifythe

earlier consent.



FCRA Requirements and Access Security Requirements

l, , have rehd@mowledge all my responsibilities
under the “FCRA Requirements” and Access SecurguRements” included in the Orca Infor-
mation application documents and will take all cradle measures to enforce them within my fa-
cility.

Company Name:

Signed:
Dated:

The security requirements on the Orca Informati@t@ssing system use multifactor authentica-
tion. This means that multiple factors are usedetify identity before granting access to the sys-
tem. Orca Information will provide you with a usame and password but an IP address is also re-
quired to be on file. You will need to provide tligo to www.whatismyipaddress.com to find you

IP address) for each device you would like to em&bifor use on the system (i.e. Desktop, laptop,
Smartphone, etc.). Please include all relevanttResses for your account below:

IP Addresses:




Glossary of Security Terms

Term

Definition

Computer Virus

A computer virus is a self-replicating computesgnam that alters the way
a computer operates without the knowledge of tlee. Ustrue virus repli-
cates and executes itself. While viruses can beayesl by destroying data,
for example, some viruses are merely annoying.

Confidential Very sensitive information. Disclosure could acdhedy impact your com-
pany.
Encryption Encryption is the process of obscuring informatomake it unreadable
without special knowledge.
Firewall In computer science , a firewall is a piece of g and/or software which

functions in a networked environment to preventutinarized external access
and some communications forbidden by the secualigy similar to the
function of firewalls in building construction. Thétimate goal is to provide
controlled connectivity between zones of differtngst levels through the
enforcement of a security policy and connectivitydal based on the least
privilege principle.

Information Life-

(Or Data Lifecycle) is a management program thasiters the value of the

cycle information being stored over a period of timee tost of its storage, its
need availability for use by authorized users, tedperiod of time for
which it must be retained.
IP Address A unique number that devices use in order to ifigatid communicate with

each other on a computer network utilizing therimt¢ Protocol standard
(IP). Any All Participating network devices

-including routers, computers, time-servers, prejteiternetfax machines,
and some telephones.

-must hav its own unique IP address. Just as aésst address and phone
number uniquely identifies a building or telephpaed IP address can
uniquely identify a specific computer or other netkwdevice on a network.
It is important to keep you IP address secure ekdna can gain control of
your devices and possibly launch and attack onrateeces.

Peer-to-Peer

A type of communication found in a system that uagered protocols. Pee
to-peer networking is the protocol often used &producing and distributing
music without permission.

Router

A router is a computer

Spyware

Spyware refers to a broad category of maliciousrsoe designed to inter-
cept or take partial control of a computer’s operatvithout the consent of
that machine’s owner or user. Spyware is a tyggaegram that watches
what users do with computers and then send infoomatver the internet.




SSID Part of the Wi-Fi wireless lan, a service set idemt(SSID) is a code that
identifies each packet as part of that network.elgss devices that commu-
nicate with each other share the same SSID

Subscriber Code | Your seven digit credit reporting agency accoumhbar

WEP Encryption

(Wired Equivalent Privacy) A part of a wirelesswietking standard in-
tended to provide secure communication. The lotlgekey used, the
stronger the encryption will be. Older technologgahing its end of life.

WPA (Wi-Fi Protected Access) A part of a wireless netirgy standard that pro-
vides stronger authentication and more secure canuaions. Replaces
WEP. Uses dynamic key encryption verses static EPWkey in constantly
changing and thus more difficult to break than WEP)
Signed

Printed Name

Title

Date



Appendix “C”
Access Security Requirements

User Security

Due to heightened Security conditions associatéld Mternet access and connectivity, Client must@do the following
stipulations. 1) Client understands that the Usemand password provided by ORCA Information, ecuse their Inter-
net based Access; and that the security of thissacs guarded by their Windows login passworderElagrees to keep
this access secure by keeping their login inforomagirivate. 2) Client agrees that after using OR@fArmation, Inc
Internet access Client will logoff. Client agreesabide by the terms and conditions stated herein.

It is a requirement that all end users (Clients) the precautions to secure any system or devise usedaccess consumer credit information to
that end, the following requirements have been edbtished.

A) Implement Strong Access Control Measures
1. Client will not provide any Subscriber Codesany Username information or passwords to anyone.
The Date Providers will never contact the Clierd eequest the Subscriber Code number or pass-
word.
2. Proprietary or third party system accessaso must have Subscriber Codes and password@grhid
or embedded. Account numbers and passwords shewddwn to only supervisory personnel.
3. Client must request that Subscriber Codewasl be changed immediately when:
i. Any system access software is replaced byhemaystem access software or is no longer used.
ii. The hardware on which the software residagpigraded, changed or disposed of
4. Protect Subscriber Code(s) and password@@les@nly key personnel know this sensitive infarm
tion. Unauthorized personnel should not have kndgéeof your Subscriber Code(s) and password(s).
5. Create a separate, unique user ID fro eashtagnable individual authentication and accduihita
for access to ORCA's infrastructure. Each usehefdystem access software must also have a unique
logon password.
6. Ensure that user ID’s are not shared andnibhd&eer-to-Peer file sharing is enabled on thesesu
profiles.
Keep user passwords confidential.
Develop strong passwords that are:
i. Not easily guessable (e.g. your name or comppame, repeating numbers and letters or con-
secutive numbers and letters);
ii. Contain a minimum of eight (8) alpha/numeri@cacters for standard user accounts

9. Implement password protected screensavehnsanitaximum fifteen (15) minute timeout to protect
unattended workstations.

10. Active logins to credit information systemssnhe configured with a 30-minute inactive session,
timeout.

11. Restrict the number of key personnel who fseess to credit information.

12. Ensure that personnel who are authorized atoagedit information have a business need tesscc
such information and understand these requirenterstscess such information are only for the per-
missible purposes listed in the Permissible Purfrd®emation section of the ORCA Application for
Service and the Client Service Agreement.

13. Ensure that Client and Client’'s employeesatcancess their own consumer reports or those tsepor
of any family member(s) or friend(s) unless iticbnnection with a credit transaction or for aeoth
permissible purpose.

14. Implement a process to terminate accessinghediately for users who access ORCA information
when those users are terminated or when they hakiarage in their job tasks and no longer require
access consumer information.

15. After normal business hours, turn off anklalt devices or systems used to obtain consunfier-in
mation.

© ~N



16. Implement physical security controls to preuarmauthorized entry to Client’s facility and acses

to systems used to obtain consumer report infoonati

B. Maintain a Vulnerability Management Program

1.

2.

Keep operation systems(s), firewalls, roytsesvers, personal computers (laptop and deskippll other systems
current with appropriate system patches and update.

Configure infrastructure such as Firewallsuters, personal computers, and similar components
to industry best security practices, including bisay unnecessary services or features, removing
or changing default passwords, Username’s and safilgd/programs, and enabling the most se-
cure configuration features to avoid unnecessakgri

Implement and follow current best securitgggtices for computer virus detection scanning ser-
vices and procedures:

i. Use, implement and maintain a curreatmmercially available computers, systems
and networks.

il. If you suspect an actual or potertialis, immediately cease accessing the system
and do not resume the inquire process until thesvilas been eliminated.

iii. On a weekly basis at a minimum, keai-virus software up-to-date by vigilantly
checking or configuring auto updates and instaltiegs virus definition files.

Implement and follow current best securitggbices for computer anti-spyware scanning sesvice
and procedures’

1. Use, implement and maintain a current, commercially available computer anti-spyware
scanning product on all computers, systems and networks.

il. If you suspect actual or potentipyware, imnmediately cease accessing the system
and do not resume the inquiry process until thélpra has been resolved and
eliminated.

iii. Run a secondary anti-spyware scamugmmpletion of the first scan to ensure all
spyware has been removed from your computers.

iv. Keep anti-spyware software up-to-dagevigilantly checking or configuring auto
updates and installing new anti-spyware definifitas weekly, at a minimum. If
your company’s computers have unfiltered or unkdacccess to the internet
(which prevents access to some known problemdgs)sithen it is recommended
that anti-spyware scans be completed more frequthrath weekly.

C. Protect Data

1.

4,

5.

Develop and follow procedures to ensure da is protected throughout its entire information
lifecycle (from creation, transformation, use, atge and secure destruction) regardless of the me-
dia used to store the date (e.g. tape, disk, pape},

All information provided by the Data Providés classified as confidential and must be secured
to this requirement at a minimum.

Procedures for transmission, disclosureagerdestruction and any other information modliti
or media should address all aspects of the lifecgtthe information.

Encrypt all ORCA data and information wheoretl on any laptop computer and in the database
using AES or .3DES with 128-bit key encryption ahi@imum.

Only open e-mail attachments and links ftamted sources and after verifying legitimacy.

D. Maintain an Information Security Policy

1.

2.

Develop and follow a security plan to prothet confidentiality and integrity of the personah-
sumer information as required under the GLB SafehRaile.

Establish processes and procedures for rdsppto security violations, unusual or suspicious
events and similar incidents to limit damage orutharized access to information assets and to
permit identification and prosecution of violators.

The FCRA Policy requires that you implemepyirapriate measures to dispose of any sensitive
information related to consumer credit reports mwbrds that will protect against unauthorized
access or use of that information.

Implement and maintain ongoing mandatoryisgctraining and awareness sessions for allf staf
to underscore the importance of security withinryanganization.



E. Build and Maintain a Secure Network
1. Protect Internet Connection with dedicatadustry-recognized firewalls that are configured amanaged using industry
best security practices.

2. Internal private Internet Protocol (IP) addes must not be publicly accessible or nativalyew
to the Internet. Network Address Translation (NAGghnology should be used.

3. Administrative access to firewalls and sesvaust be performed through a secure internal wired
connection only.

4. Any stand alone computers that directly astles internet must have a desktop firewall deglete
that is installed and configured to block unnecggaaused ports, services and network traffic.

5. Encrypt Wireless access points with a mininoitWEP 128 bit encryption and/or WPA encryp-
tion where available.

6. Disable vendor default passwords, servicadeetifier and IP Addresses on wireless acceS#poi
and restrict authentication on the configuratiomhef access point.

F.  Regularly Monitor and Test Networks
1. Perform regular tests on information systémest scanning, virus scanning, vulnerability scan-
ning).
2. Use current best practices to protect ydectanmunications systems and any computer system or
network device(s) you use to provide services hateuto access ORCA systems and networks.
These controls should be selected and implemeatestitice the risk of infiltration, hacking, ac-
cess to penetration or exposure to an unauthotizetparty by:
i. Protecting against intrusions;
ii. Securing the computer systems and networkcesy
iii. And protecting against intrusions of operatisystems or software.

G. Unauthorized Access
1. Inthe event of an unauthorized access thilrbe a thorough investigation as to the rootsgu
Client agrees to help facilitate the investigafioity.
2. Once the cause of the unauthorized accekdaesmined, Client may be required to assume respon
sibility for costs associated with the unauthoriaedess and additional conditions may be estab-
lished in order for Orca to continue to provide €amer Reports to Client.

Signature Sigma
Print Name RPiame
Title [Eit

Date Date



Sample Letter of Intent
(On your company letterhead)
(Required only for those receiving credit reports)

Date

Orca Information, Inc.
PO Box 277
Anacortes, WA 98221

RE: Letter of Intent
To Whom It May Concern:

| am the (your title) of

(Name of your company) and use information fronditreeports and court records,
ext. exclusively in connection with an employmetregning application. We have
number of employees and anticipate using services on a regular basis.

Sincerely,

Susie Q
CEO (officer, owner or authorized manager)
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Orca’s Employment Reports
Employment Screening Reports Require Separate MeaimpaPacket

Employment Mini $38.00 2 to 4 hours
* Includes credit report or identity search, name &uttial Security verification, court
records and sex offender check.

Employment Full Background $75.00 24 hours

With driving records $98.00

* Includes credit report or identity search, name &uttial Security verification, court
records, current and previous employment veriftcetj education verification and sex of-
fender check.

Education Verification $Call for price
« Confirmation of the subject’s claimed educatiorraldentials (college, professional, doctor-
ate, or technical degrees). Search confirms higlexgee completed or enrolled.

Driving Record (MVR) $33.00 Turn-around times vary.
* Al 50 States available.

Additional Searches Available: Terrorist, etc.
Customized Reports Available
Reports mailed to clients - additional $5.00
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Information

Forms You May Want to Use
In the Employment Screening Process




CONSUMER RIGHTS
A SUMMARY OF YOUR RIGHTS UNDER THE FAIR CREDIT REPO RTING ACT
Dear Applicant:
We regret to inform you that your application énployment at has beenedject
We are hereby informing you of certain informatmmsuant to the Fair Credit Reporting Act. Youhtigas a con-
sumer are as follows:

THE FEDERAL FAIR CREDIT REPORTING ACT (FCRA) IS DESNED TO PROMOTE ACCURACY,
FAIRNESS, AND PRIVACY OF INFORMATION IN THE FILES B EVERY "CONSUMER REPORTING
AGENCY" (CRA). MOST CRA'S ARE CREDIT BUREAUS THAGATHER AND SELL INFORMATION
ABOUT YOU -- SUCH AS IF YOU PAY YOUR BILLS ON TIMEOR HAVE FILED BANKRUPTCY --TO CREDI-
TORS, EMPLOYERS, LANDLORDS, AND OTHER BUSINESSESOU CAN FIND THE COMPLETE TEXT OF
THE FCRA, 15 U.S.C $$1681-1681U, AT THE FEDERAL TBB COMMISSION'S WEB SITE (HTTP://
WWW.FTC.GOV). THE FCRA GIVES YOU SPECIFIC RIGHTAS OUTLINED BELOW. YOU MAY HAVE
ADDITIONAL RIGHTS UNDER STATE LAW. YOU MAY CONTACTA STATE OR LOCAL CONSUMER PRO-
TECTION AGENCY OR A STATE ATTORNEY GENERAL TO LEARNHOSE RIGHTS.

- YOU MUST BE TOLD IF INFORMATION IN YOUR FILE HASBEEN USED AGAINST YOU.
ANYONE WHO USES INFORMATION FROM A CRA TO TAKE ATION AGAINST YOU -- SUCH AS
DENYING AN APPLICATION FOR CREDIT, INSURANCE, OEMPLOYMENT -- MUST TELL YOU,
AND GIVE YOU THE NAME, ADDRESS, AND PHONE NUMBE®F THE CRA THAT PROVIDED THE
CONSUMER REPORT.

- YOU CAN FIND OUT WHAT IS IN YOUR FILE. AT YOUR EQUEST, A CRA MUST GIVE YOU
THE INFORMATION IN YOUR FILE, AND A LIST OF EVERYONE WHO HAS REQUESTED IT
RECENTLY. THERE IS NO CHARGE FOR THE REPORT IFPERSON HAS TAKEN ACTION
AGAINST YOU BECAUSE OF INFORMATION SUPPLIED BY THCRA. IF YOU REQUEST THE
REPORT WITHIN 60 DAYS OF RECEIVING NOTICE OF THECTION. YOU ALSO ARE
ENTITLED TO ONE FREE REPORT EVERY TWELVE MONTHSRON REQUEST IF YOU CERTIFY
THAT (1) YOU ARE UNEMPLOYED AND PLAN TO SEEK EMPQYMENT WITHIN 60 DAYS, (2)
YOU ARE ON WELFARE, OR (3) YOUR REPORT IS INACCWRE DUE TO FRAUD.

OTHERWISE, A CRA MAY CHARGE YOU UP TO EIGHT DOLLRS AND FIFTY CENTS.

- YOU CAN DISPUTE INACCURATE INFORMATION WITH THE ®A. IF YOU TELL A CRA THAT
YOUR FILE CONTAINS INACCURATE INFORMATION, THE CR MUST INVESTIGATE THE ITEMS
(USUALLY WITHIN 30 DAYS) BY PRESENTING TO ITS INDRMATION SOURCE ALL RELEVANT
EVIDENCE YOU SUBMIT, UNLESS YOUR DISPUTE IS FRIM@US. THE SOURCE MUST
REVIEW YOUR EVIDENCE AND REPORT ITS FINDINGS TOHE CRA. (THE SOURCE ALSO
MUST ADVISE NATIONAL CRA'S -- TO WHICH IT HAS PRWIDED THE DATA -- OF ANY
ERROR.) THE CRA MUST GIVE YOU A WRITTEN REPORTFOTHE INVESTIGATION, AND A
COPY OF YOUR REPORT IF THE INVESTIGATION RESULTS ANY CHANGE. IF THE CRA'S
INVESTIGATION DOES NOT RESOLVE THE DISPUTE, YOUAY ADD A BRIEF STATEMENT IN
FUTURE REPORTS. IF AN ITEM IS DELETED OR A DISHE STATEMENT IS FILED, YOU
MAY ASK THAT ANYONE WHO HAS RECENTLY RECEIVED YOURREPORT BE NOTIFIED OF THE
CHANGE.

- INACCURATE INFORMATION MUST BE CORRECTED OR DELEHD. A CRA MUST REMOVE OR
CORRECT INACCURATE OR UNVERIFIED INFORMATION FRONTS FILES, USUALLY WITHIN
30 DAYS AFTER YOU DISPUTE IT. HOWEVER, THE CRAINOT REQUIRED TO REMOVE
ACCURATE DATA FROM YOUR FILE UNLESS IT IS OUTDATE (AS DESCRIBED BELOW) OR
CANNOT BE VERIFIED. IF YOUR DISPUTE RESULTS INMY CHANGE TO YOUR REPORT,

THE CRA CANNOT REINSERT INTO YOUR FILE A DISPUTED EM UNLESS THE INFORMATION
SOURCE VERIFIES ITS ACCURACY AND COMPLETENESS. MDDITION, THE CRA MUST

GIVE YOU A WRITTEN NOTICE TELLING YOU IT HAS REINSERTED THE ITEM. THE NOTICE
MUST INCLUDE THE NAME, ADDRESS AND PHONE NUMBER ®BTHE INFORMATION SOURCE.



- YOU CAN DISPUTE INACCURATE ITEMS WITH THE SOURCBF THE INFORMATION. IF YOU
TELL ANYONE -- SUCH AS A CREDITOR WHO REPORTS TOCRA -- THAT YOU DISPUTE AN
ITEM THEY MAY NOT THEN REPORT THE INFORMATION TG\ CRA WITHOUT INCLUDING A
NOTICE OF YOUR DISPUTE. IN ADDITION, ONCE YOU'VEOTIFIED THE SOURCE OF THE
ERROR IN WRITING, IT MAY NOT CONTINUE TO REPORTHE INFORMATION IF IT IS, IN
FACT, AN ERROR.

- OUTDATED INFORMATION MAY NOT BE REPORTED. IN MOS CASES, A CRA MAY NOT
REPORT NEGATIVE INFORMATION THAT IS MORE THAN SEEN YEARS OLD; TEN YEARS FOR
BANKRUPTCIES.

- ACCESS TO YOUR FILE IS LIMITED. A CRA MAY PROVIE INFORMATION ABOUT YOU ONLY
TO PEOPLE WITH A NEED RECOGNIZED BY THE FCRA --SWALLY TO CONSIDER AN
APPLICATION WITH A CREDITOR, INSURER, EMPLOYER,ANDLORD, OR OTHER BUSINESS.

- YOUR CONSENT IS REQUIRED FOR REPORTS THAT ARE PRRDED TO EMPLOYERS, OR
REPORTS THAT CONTAIN MEDICAL INFORMATION. A CRAVMAY NOT GIVE OUT INFORMATION
ABOUT YOU TO YOUR EMPLOYER, OR PROSPECTIVE EMPLE&R, WITHOUT YOUR WRITTEN
CONSENT. A CRA MAY NOT REPORT MEDICAL INFORMATI® ABOUT YOU TO CREDITORS,
INSURERS, OR EMPLOYERS WITHOUT YOUR PERMISSION.

- YOU MAY CHOOSE TO EXCLUDE YOUR NAME FROM CRA LIS$ FOR UNSOLICITED CREDIT AND
INSURANCE OFFERS. CREDITORS AND INSURERS MAY U&HE INFORMATION AS THE
BASIS FOR SENDING YOU UNSOLICITED OFFERS OF CRHDDR INSURANCE. SUCH OFFERS
MUST INCLUDE A TOLL-FREE PHONE NUMBER FOR YOU TGALL IF YOU WANT YOUR NAME
AND ADDRESS REMOVED FROM FURTURE LISTS. IF YOU @A, YOU MUST BE KEPT OFF THE
LISTS FOR TWO YEARS. IF YOU REQUEST, COMPLETENE RETURN THE CRA FORM
PROVIDED FOR THIS PURPOSE, YOU MUST BE TAKEN OFHE LISTS INDEFINITELY.

- YOU MAY SEEK DAMAGES FROM VIOLATORS. IF A CRA, AUSER OR (IN SOME CASES) A
PROVIDER OF CRA DATA, VIOLATES THE FCRA, YOU MAYSUE THEM IN STATE OR FEDERAL
COURT.

THE FCRA GIVES SEVERAL DIFFERENT FEDERAL AGENCIESWIAHORITY TO ENFORCE THE
FCRA:

FOR QUESTIONS OR CONCERNS REGARDING: PLEASE CONTAC

CRA'S CREDITORS AND OTHERS NOT FEDERAL TRABEOMMISSION
LISTED BELOW CONSUMER RESRSE CENTER - FCRA
WASHINGTON®20580
202-326-3761

NATIONAL BANKS, FEDERAL BRANCHES / OFFICE OF THEOMPTROLLER OF THE CURRENCY
AGENCIES OF FOREIGN BANKS (WORD  COMPLIANCE MMWAGEMENT, MAIL STOP 6-6
"NATIONAL" OR INITIALS "N.A." WASHINGTON, DC 20219

APPEAR IN OR AFTER BANK'S NAME)  800-613-6743

FEDERAL RESERVE SYSTEM MEMBER BANKS FEDERAL RESKEE BOARD

(EXCEPT NATIONAL BANKS, AND FEDERAL DIVISION OF ©ONSUMER & COMMUNITY AFFAIRS
BRANCHES / AGENCIES OF FOREIGN WASHINGTONCI20551

BANKS) 202-452-3693

SAVINGS ASSOCIATIONS AND FEDERALLY OFFICE OF THRT SUPERVISION
CHARTERED SAVINGS BANKS (WORD CONSUMER PROBRIS
"FEDERAL" OR INITIALS "F.S.B." WASHINGTON, @ 20552

APPEAR IN FEDERAL INSTITUTION'S = 800-842-6929



FEDERAL CREDIT UNIONS (WORDS NATIONAL CRBD UNION ADMINISTRATION
"FEDERAL CREDIT UNION" APPEAR IN 1775 DUKE STRET
INSTITUTION'S NAME) ALEXANDRIA, \A 22314

703-518-6360

STATE-CHARTERED BANKS THAT ARE NOT FEDERAL DEPOBINSURANCE CORPORATION
MEMBERS OF THE FEDERAL RESERVE DIVISION OFOMPLIANCE & CONSUMER AFFAIRS

SYSTEM WASHINGTONI®R0429
800-934-FDIC
AIR, SURFACE, OR RAIL COMMON DEPARTMENT OFRANSPORTATION

CARRIERS REGULATED BY FORMER CIVIL OFFICE OF FINNCIAL MANAGEMENT
AERONAUTICS BOARD OR INTERSTATE WASHINGTON, ® 20590
202-366-1306

You may have additional rights under the credibrépg or consumer protection laws of your stata. F
further information, you can contact your statealamnsumer protection agency of your state atjoges-
eral’s office.

Sincerely,



Application For Employment

Equal access to programs, services, and employment is available to all persons. Those applicants requiring reason-
able accommodation to the application and/or interview process should notify a representative of the Human Re-
sources Department. PLEASE PRINT

Position(s) applied for

Date of application ___/__ /

Name

LAST FIRST MIDDLE
Address

STREET CITY STATE Z1P CODE

Telephone ( ) Other Phone ( ) Social Security #
If you are under the age of 18, and it is required, can you furnish a work permitl.........ccccovevveerienrenne. Yes ____No___
If no, please explain
Have you ever been employed here beforel..........ovviviieiiiiiiioiieiieieee ettt ess et ereenes Yes  No
Are you legally eligible for employment in this COUNTIY,.....coviiviiiiieiieieeecee e Yes ____ No___
Are you able to meet the attendance requirements of the position?.........c..ccvevveeieievieeieeeieerereereeneas Yes  No
Have you ever been charged and/or convicted of a crimel.......c.coveviivieerierioieerieeieeeereereere e eneeens Yes No

If yes, please explain

NOTE: Charges/Convictions will not necessarily be a bar to employment; each instance and explanation will

be considered.
Date available for work

Driver’s License Number

Type of Employment desired: Full-time Part-time Other

State Issued

Employment History

Please provide the following information for youwasp four (4) employers, assignments or voluntegvities, starting with the most recent.

From To Employer Telephone Number
Position Wage Address

Supervisor Title Job Responsibilities

Reason For Leaving

From To Employer Telephone Number
Position Wage Address

Supervisor Title Job Responsibilities

Reason For Leaving

CONTINUED ON NEXT PAGE

© Orca Information, Inc.

AN EQUAL OPPORTUNITY EMPLOYER




From To Employer Telephone Number

Position Wage Address

Supervisor Title Job Responsibilities

Reason For Leaving

From To Employer Telephone Number
Position Wage Address
Supervisor Title Job Responsibilities

Reason For Leaving

Residential History
Please provide your current and previous residimstory.

CURRENT ADDRESS Rent Own
Lease

Street Address Apt # City State Zip Code

Name of Apartments (if applicable) How Long? From To

Landlord/Management Company/Owner/Mortgage Company

Landlord/ Mortgage Company Address City State Zip Code

Telephone Number Fax Number Email Address

PREVIOUS ADDRESS Rent Own
Lease

Street Address Apt # City State Zip Code

Name of Apartments (if applicable) How Long? From To

Landlord/Management Company/Owner/ Mortgage Company

Landlord/ Mortgage Company Address City State Zip Code
Telephone Number Fax Email Address
Number
CONTINUED ON NEXT PAGE AN EQUAL OPPORTUNITY EMPLOYER
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Skills and Qualifications

Summarize any training, skills, licenses, and/or certificates that may qualify you as being able to perform job-related
functions in the position for which you are applying.

Educational Background

Name and Location Years Did You Course Of
Completed [Graduate? Study
High School
College
Other
References
Name Relationship Telephone Number Years
Known

[ understand that if [ am employed, any misrepresentation or material omission made by me on this
application will be sufficient cause for cancellation of this application. I give the employer the right to contact and
obtain information from all references, employers, educational institutions and to otherwise verify the accuracy of
the information contained in this application. I hereby release form liability the employer and its representatives for
seeking, gathering and using such information and all other persons, corporations or organizations for furnishing
such information.

The employer does not unlawfully discriminate in employment and no question on this application is used
for the purpose of limiting or excusing any applicant from consideration for employment on a basis prohibited by
local, state, or federal law.

[ understand it is this company’s policy not to refuse to hire a qualified individual with a disability because of
that person’s need for a reasonable accommodation as required by the ADA. I represent and warrant that [ have
read and fully understand the foregoing and seek employment under these conditions.

SIGNATURE OF APPLICANT DATE

CONTINUED ON NEXT PAGE AN EQUAL OPPORTUNITY EMPLOYER
© Orca Information, Inc.



COPY OF SOCIAL SECURITY CARD

COPY OF DRIVER’S LICENSE

CONTINUED ON NEXT PAGE AN EQUAL OPPORTUNITY EMPLOYER
© Orca Information, Inc.



Company Name:
Phone #: () -
Fax#:. ( ) -

RELEASE AUTHORIZATION

In connection with my application for employmendér continued employment and/or contract emplayme
with you, | understand that an investigative consureport may be requested that may include infoomas to my
character, work habits, performance and experiealoag with reasons for termination of past emplegtrform pre-
vious employers. Further, | understand that you beyequesting information concerning my workemshpensation
claims, motor vehicle operation history, credittbig and criminal history from various states, pter and insurance
sources along with other public records availa¥erker's compensation information will only be regted in com-
pliance with the ADA and/or any other applicablatstiaws.

| HERBY AUTHORIZE, WITHOUT RESERVATION, ANY LAWFULENFORCEMENT AGENCY, ADMINIS-
TRATOR, STATE AGENCY, INSTITUTION, INFORMATION SERWE BUREAU, EMPLOYER OR INSUR-
ANCE COMPANY CONTACTED BY ORCA INFORMATION, INC TGFURNISH THE ABOVE-MENTIONED
INFORMATION.

| further acknowledge that a telephonic facsimi#&X) or photographic copy shall be as valid asdhginal. This
release includes all state and federal agencidading Minnesota’'s Department of Labor. Accordirythe Fair
Credit Reporting Act, | am entitled to know if emapiment is denied because of information obtainedlgyprospec-
tive employer from a consumer-reporting agencolf | will be so advised and be given the naménefagency or
source of information.

Today’s Date: Applicantm&iure:
The following must be filled out completely for yow application to be considered. (Please print).
Last Name First Name M| Date of Birth Race Sex 8losecurity #
Place of Birth (City/ Current Address City State Zip Driver’s License #|/
State) State
Other Last Names Other States and Countig State County | Zip From To
Used | have lived in as an (year) (year)
adult...
1
2
3
4

Have you ever been charged or convicted of a crime: YesO No O
If yes, what State & County: What was the nature of the crime’
(give detalils):

*The above information is to be used only for identication and investigative purposes.
This information is being verified by ORCA Infornmat, Inc. Any information or questions should beedted to the
following address:

ORCA Information, Inc.

P.O. Box 277

Anacortes, WA 98221

Phone: (800) 341-0022

Fax: (800) 522-6722



Employee or Prospective Employee Request

That I, , am an employ@easipective employee of the
company named below and that | request a copyyadffficial Driving Record in the State
of Washington be released to my employer, or oype employer, or their agent.

Authorization of employee or prospective emplofggaelease of abstract of driving record

Signature Date WA License # or print full name
and Date of birth

Employer Attestation

(A) That the company named below is an employgrospective employer of the above
named individual and that | am a represe@authorized to bind said company.

(B) ThatAMERICAN DRIVING RECORDS is acting as agent on behalf of ORCA Infor-
mation, Incwho is acting as agent on our behalf to obtagnatibstract of driver records
of the above named individual.

(C) That abstracts of driver record shall be wserusively to determine whether the above
named individual should be employed to afgea school bus or commercial vehicle
upon the public highways, and that no infation contained therein shall be divulged,
sold, assigned, or otherwise transferreahtpthird person or party. A commercial veh-
icle is defined as any vehicle the printiysse of which is transportation of commodi
ties, merchandise, produce, freight, ansmal passengers for hire.

(D) That the information contained in the abssautdriver records obtained from the
Washington State Department of Licensingldke used in accordance with the requir-
ements and in no way violate the provisiohRCW 46.52.130, attached in part for
easy reference.

Company Name

Address
Name (Print) Title
Signature Date

This record must be maintained by the employgrospective employer for a period of not less thvem (2) years from the last
date above. Failure to obtain all signatures @us® of records obtained from the State of Wastingtay result in prosecution
under RCW 46.52.130.



